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Abstract

Abstract

The service mesh is a crucial technology supporting cloud-native architecture,
which enables service governance through a dedicated intermediate layer. Typically,
this intermediate layer is deployed as a proxy within the service’s Pod, communicating
with the service through the network. However, there are two significant challenges
in proxy deployment methods in cloud-native scenarios. Firstly, proxy cannot super-
vise services deployed on network-attached accelerators, such as hardware-accelerated
NVMe over Fabric storage services or GPU acceleration services provided through
GPUDirect. Secondly, the intensive I/O or computational operations of the proxy con-
sume significant CPU resources, leading to system performance degradation. To solve

the above challenges, we do two things as following.
1. Analyzing the performance bottlenecks in the service mesh

The performance bottlenetcks include: (1) the inability to perceive and manage
services deployed on accelerators, (2) multiple I/O and computationally intensive oper-
ations consuming a significant amount of CPU resources, (3) lengthy communication
paths resulting in high communication latency, (4) various operations such as remote
procedure calls (RPCs), function calls, context switching, and resource competition
leading to poor communication stability. The experimental results indicate that deploy-
ing service mesh on the host is difficult to meet the further development of cloud native

applications.
2. Proposing a data-centric architecture of service mesh

This study proposes a DPU-based service mesh architecture called FlatProxy. The
proposed architecture offloads the service mesh to the network entrance to monitor and
manage all incoming and outgoing traffic. In designing FlatProxy, we optimized the
architecture in four ways: (1) This study proposes a software-hardware collaborative
design method to ensure the full functionality of the service mesh while achieving data
processing acceleration. This method implements complex control functions on the em-
bedded CPU of DPU and uses dedicated hardware to speed up I/O intensive and com-
putational data processing. (2) This study proposes a classification processing archi-
tecture to achieve higher throughput data processing. This architecture uses a pipeline
approach to handle low-level network protocols and a multi-core architecture to handle
high-level network protocols. (3) This study proposes a multi-layer interconnected hard-
ware multi-threading model to achieve diverse data processing functions and dynamic
data flow mapping in the service mesh. This model comprises independent protocol
processing modules (PPMs) that dynamically change their behavior through real-time

loading of functional instructions. Different PPMs are interconnected through NoC to

I
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achieve dynamic data flow mapping, and PPMs located in different network layers only
communicate with PPMs in adjacent network layers to reduce interconnection com-
plexity. (4) The optimization of service and FlatProxy communication is carried out
to improve overall system performance. This optimization utilizes SR-IOV and socket

direct technology to reduce the participation of the host-side network protocol stack.

Compared with the current mainstream service mesh proxy Envoy, FlatProxy re-
duces latency by over 80%, increases throughput by more than three times, and improves
request response ability by more than six times while hardly consuming host CPU re-

sources.

Key Words: Microservice, Service Mesh, DPU, Software and Hardware Co-design
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Figure 2-1 The calling procedure of accelerators. (a) The CPU-centric calling (b) The data-
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Figure 2-3 The model of service mesh. (a)The landscape of service mesh (b)The communication

of service with sevice mesh.

2.3 HZEKIE (Sidecar Proxy)

Pod J& Kubernetes "HAJEFIE BN . /N ARE T HIC. Pod AL
— AR, BRI A . A DA S BRSBTS A A PO, e AR
725 IR 55 TR E AL — Pod WHYEREM:, PEIBTTHEAN IR A de h o iR ACREE
BT B IR S5 pia R, S BURS VAR RIS TIRE , SE T IR S5 WA 1Y
B b FR e SR 27280 AN AT B 175 1 T X AR T A

23.1 IfgetRE

WEACERIRE R 2 NI E . RIS BT R Horb, OB REAR G
5 WA Al oL 2 i A T A S T S Ak B e I I 5 42 Al A0 5Bl Ak Ly
RECLE R W] e A MM el e A s EA NI, B
AAER2- 295 I H S TP RE o

AR 28 05 2 AT AR I REREA T A0 R R 43, EREALHE LA (packet) Ak
BEAGIARIR (L3/L4) THEERIATHE (message) MALPREANGIR = (L7) ThfE.
Tg— 2 RELY 73 A FE T AN R AL T, HC b 45 D R 5 DATE B/ 2 1 A B
X5, W BN MEASE LR 2R S TS B B P B A

10



2w MR TAE

B AN R VO AR s s SR A, dit ey L AR SE S5 AT
TR 55 WA S BT S0, B RY S BEARSE R AR R A5 S Sh SR E D RERE , 2R
JE AT R R AR B

#2-2 RSs MRk hties . (a) fesmIZ2M itk (b) B2 )tk
Table 2-2 The feature list of service mesh. (a) These features in the L.3/L.4 (b) These features
in the application layer

a b
MR il ofe Bl AL T HE MR e BdEabrishEe
B EFTI R RO i FEBTHIM
FERRR SEES R ISaE PR HE
L3/L4 iy e e L7 il R SiEe
HER R Pt sk PR Heh . A
R IR BUR/) ke

BRI A AT = ARy, W BUBRAT . DhBEAL IR CL B . 412
Al s T — AR RR AN B R . ARG N SCRR AT Rk, SRR R
Mgt R Rk BARIE O ER S AS AL & 1 R B D AR 6 . AL BR ) BB AT N SR A
BARPOORE T — MR, ERIBIRAET N2 gL . )5, B
28R B AL H S ) B AR ) T o

L7 Bt e—— D«DeQ—L7 Bhistfhi]
) f
[
L5 Bhixdss] [0 O«OdF—15 Bhiir]
| —
[ socket J [ (] lJ_"}H—[ socket }

L it
4 CE3IST
Hpwmyg ——> Mg O
Pel 2-4 {CRRER AL BRI R
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Figure 2-5 The communication architecture between proxy and services.

233 FEHS

BN FERAEI T (1) TIREZFE. RSB DR B A
PR, AR, WS, ZemEF . F, X 2)Es
FRARRRAL, WECE . RIS R, (2) S SCBIRAL B . D7 AU
Bl SCEE PR AL S, Hcdhe A AR T AR $ha P A B A 1 ) K A 2 5
AT A . (3) BB T, BEREM TS, IRGSAHIBITA TR

234 HAXIE

R 45 T 2 M e 5 SRR i A R B —, R T IR RN 45
SEPRRE T, (RIAL TN B FE R AT R AR A B 000 Rt 1A FEL Al AR
BB 45 PR EE R N o 3R IR 45 AR PERE , TR A2 R A MAT =
7 THT o AR 45 TR 6 B 56 BE 1 4T T AR

AR R 45 AR B IS PERE I 26, BT B Bty 2R AT I A B AR
ok, WE2-5HR, AR MTEBAEERET, G52 0EdREIL, M4
BRDA MR 4 o DRI, PR AR 5 58 20 SR 1 24 DL B R DA A AZ S ]
FASHIRORTE DL, 2800563, TEIRS MARIIMALE AT, FFEWH Cilium Fl
eBPF i ARIT & T WIS IR & MR ThBE B0 T 1 F Scbi#e. A, eBPF AT DAE
1 5% B TCP/IP Hps % S8 POD Py AR 45 FACEE socket 385 DAV /0 9 265 Ak BRAf o
g TTY 28, 55—tk A7 1 R O 2R S B S A QBT L5 SR T
W AT a2 %Ak BRI 50% A AT IS TETTAY , qps HEis 80% 10,
(B = B A Oy s AR B AL PR A PR o, 2R AR B R A Sl Bk
o SHARURZI T, A FSR A TR 5, WnRT B ZEAE EC2 7 Rt
T TLS frE i ag Bl

12



2w MR TAE

207 B P AR O 2R P RSSO 25 0D B DURT R Sed)
Bor kM FFES . ATAME A VPP 38 H P s ERE SRR S i e s eE 11, I
AN FEE DL P23 AN A — S BT OR [ AR E RRAY RS MU REAS
FIR 45 W RS 4R B B 2 (S BE J), Q0 Fstack ALK AE IR ) 26 40 1 34

EPXHREL A oL T B2 = U R HEA T AR B 2 AR TF &, e HE s SE B
SOFAMesh F14E 4 7 SEBLIF) Mesher, B AT L 040 H . 8 BE A il 10 S5 42
B AR S0 A BL 75 ) Envoy BEFTIG E HIAL T & b AR R G T
PR FECT R WA R R RE B R, SO R TS G B RN R 2
(BT DA 26 B L W I B fie , SOFAMesh 2T LT % f6 41 el 090 26 328 00 141 7 1 il
ALHI RS PRSI KT H o 2EAR T B T RSS90 i8 e /b, (HXF
M55 Pk BT LA B AT RE , ANt M, WL, 2o WIAFAE R BT
TAE.

2.4 DPU(Data Processing Unit)

DPU 2 —Fii B AL B BT, FEATT /4 T DPU i fIBLAL, Hog X
7 DPU I FEIfE. RNy, A/NTHRR T ALY O f 4525 SR BH 24 BT EY)
DPU FrHA ) RE

2.4.1 DPU i& F&E#

WK 2-6(2)fr7s, DPU WG TANERy, R VO, 45 VO, L. Bk
FHEMNAF. 48 1/0 52 DPU 5 CPU. FPGA Il GPU &5 HiAth 4L PLEA ST [8] 14 i
fRIE . M4s VO ARk M 2% 0, SEBE DPU S5 25 2 [ A A5 o -1 iy
e tudh (1) s s RERE B TA R (2) #EHEdhE-Fmztr; (3)
R RAT S5 2 BCAR RE I o KE-F- 10 A5 1 AT [ B 2R PEAL PR, 30 3 LR
SE SN g AT AT SRR BE T . Attt I At R IR 2R . e RS
i A7 L BT

| BN Y 1 PCle
. LA e
E €------ > < > ]‘@ *@J
Bl & | B || ] #ACPU | NOC DSA
= T’ B K
a2 D Iy N REEEE
v v MAC
| I ZE T N K

(@ (b)

P4l 2-6 DPU [ERY ., (a) 5B (b)DPU S fi %Y
Figure 2-6 The model of DPU. (a) The reference model (b)The instance model



55T DPU R Jlie 55 WA 28 M TS PR RE DL 1K

242 DPU FEINEENA

] 2-6(b) Fir 71 AT 12 S 040 35 5 M g PCle FIMI 26482 11, b . W4
FiBH . —2H DSA. i A\ CPU F1 NoC#!,

o HEHMLE: (SR-IOV) DPU iffiif SR-IOV sLH ik fig VO k1. vM
S84 AT AE L SR-IOV Z8it ML NAZ B3 4%, AT 40 /O e &1 R
PP 4 . BEAh, AL T PATE i IOMMU SEHIAR 55 38 15 A0 1

o DSA (MIZALHES |85 ) DPU SEELA M AINEE M 45 AL BE . fil4n, DPU
$EAk TOE Sl TCP AbBE. Bl 7 HA T R A B E, A& ffiRs .

o W HifLiBE (vSwitch&NP) DPU SZHn] 4 #2848, 1 vSwitch Fil NP,
VSwitch 375 L4 PA T AYEA IS  FIES 20 3hAE, 11 VLAN. VXLAN. NAT f1 TC.
NP (MZ5ALFRSR) PTPASEBUE A 24T RE, a0 HTTP f#dr. L7 #% i fn i v

o JHHALRREY 5H AN AN, DPU S5 73 AL BERS , Wi A= CPU,
Nof S PR I T E 28 o6 FEE

o Ifhryiie DPU 4 HARFHEHE T ks, 7 8 N HAR 72 i 2
TOREIELE, BN, B CBEM BB, elnhEE g, HEM
PR BB R R I

2.43 DPU FE4HF

HT DPU A7 I AR S A S B R RO S04 (1) sk filie
Jio BN, BEFTIRAE R T EAR S o ORI B R Bt A = A, i T RE 1R R
A (2) RIEMVBAGACBIRE Sy . 7T g AR R (1A R 3 ) L T DATE R AN
PERED T AT . (3) RPREILIRRE S . 4528k DRt Thndess , Birhl, ™
2, FAUHEZ B EIER T, AARRS SR T R Egie. Fis, w7
G A2 12 4 P o 1 4 O AR I T XSS A S Bl A, SE B S it
ek AR

244 DPU E{4EEHFR

B 0 2 R e 2 5 T O B T R 3, DPU Sl b O i e
AL PRERAIL T BB T 56 1 2017 4F AWS 2 i Nitro*?! DAk, SmartNIC S5 H:
6 B A BRI T AR RE ), TEE AR Tl RS 7 Bk ke (243440 g
JG, B SmartNIC % JEMi%k [ DPU, IPU, CIPU $24t TSR KA ML . TRk
BRES), (RN AL T SR 7 IR AL RE ) 2 A LR R R A T
BT RE (AL BT A AN X S R A R R, AIRT 2022 4 T Ay KT 1A
— KT ARM M 7 A AL ERES TAU, T2AMY [ BL7E 2022 4 11 A 3 H
R THT ARM 2 JFUERER 710085 1, 3266 T 2 504 B RO ge )y . b
SRTE: 4 8 B R 5 A% S5 B RS RAR BE T IHE R R L & . TERE K Rt 5t
b _E, R4 AR AR 2 B L RE M S TR % % H A, RedHat 7E BF2 I
SCPLT OVN 1%k, HESZ L7 BV R MZIhEer o, 5 s —sprotiR R

14



2w MR TAE

THE SmartNIC &2 M 28 MUIRIE R SEFL, S FJE B ZnThRe 2 it 1
eI Al

2.5 AREING

ARENG T FEERIR, WiEsEA, )5 MigH DPU. =R AR A3
TS, E2UNTNE T sEAEN, ARG AT N A . IR55
AR A SRR, FE2.2/ Nk TR S5 MRS A GRS, 2.3/ N1
A 7RSS MRS DA R AR DI RE, E(R2RISE N, DPU @A SCSE
BUIR TS MRS SR BT B R 15, AE2.4/05 148 1 DPU Ry AR AU ¢
FHL



55T DPU R Jlie 55 WA 28 M TS PR RE DL 1K

16



83 F RIS P TERE T

BIE RSABEESH

AR i UK S5 WA R T S B PF Envoy, i T HAEEREDA K 5T
PRI AEIE A5 T AL, A SCEET DPU (IR 45 RS 28 A S8 b A7 i IR R
i 55 AR i 2 AR 5 R 55 B AE ] — Pod 1, AL [l — A 19 2% 2 )it
IR AT . [, AR AT S ANl S, B P Ik R 55 mi
o MRIEMSS PR B RIS AT ANERE 7o, AR R 2, (1) 245]
55 AR A BE AN 98 PR D7 TRIAFAE A2 D, ey 52 i 55 ) LR 5 5 7 AR
TE3. LIV A BEXTAR 55 AR R A SE M AT 1. (2) R B 2%
#| DPU LR AAT? ASCHE3. 2.2/ il SE B —Fh on-path (1) i 55 A ST
AT TSI

3.1 BRE5MAE3TAR S5 1R E R0

BT M55 W kS Y Zh REASE AR (G B AL, W] DAVE RE I 224 i 140 MR 95 IR0 A 2
PR AFAEVE 2 R AT o JeriiT iz 55 WS ) D0 A A 32 2R AR 1Y
R F T, HEOUA T A R R IR 55 A R O PR REAT ST IROT 4, {BAE /O
BR80T CPU Aoz REs, FRai b erixE LA 2 &l
DHHIRA IR R D2 TR, ASSCIR TR A, Oh i 2 R ARG
PEARsRms . BT b, AN S ) il 55 WA 5 2N AT T PERE A, (R
FEIR , Hdiant, SOERAEN =07 TGS RS XRS5 AR . AN
ST R IR AN MR 55 IR RITHSE R 55 RS AR DL . M fRite A B, k55 ™
R AR SO = e E B

3.1.1 BIEER

P By ) B E I EC AR, AR SO0 Sl A8 R SEE IS MR R PP BEEA T 1 3
P AR P AR PR IR SR B AE R A58 . A 3-1(@) s, TEkSs
PR AN TRA T 7 BRI 05 D 82 e 55 A% 1) L3/LA4 Hicdf AL i AE I 1k 2] 240us
e AR R S5 AR L I 1Y 2 F5 DA B RIS, A0 3-1(b) Bz, L7 B3 SR M b
FIE I e T AN IR 5 RO OB D0, -3 SE I Rk 5-6 .l XFREI &7 FUA T
A orHr, W3-, FERAE A vSwitch 2 I ik 55 )t A2, di Envoy
IR IERT (b7 H It 60%, Horn S 43 i[RI AR #E % AE B i 75 DURGE (5 AR
Sebr b, AR EACBEX R A T B A 2 A R A I 24 o FE P B . 33200 —
AR T LT WFER S DL, FTRATE R 2 P A S A B A S ) o5 LORE
P

AR AT B R S SRR Iy FRGE R, TR — 2 TR
SCYUM, BRI, B DUAE SR BRI S 1 A i i 42l . anfel3-
VPR, AEwBEACHLS BLAY & f A i B 3l 2 To BB L Ay 2 f5 DA L, X b

17



55T DPU R Jlie 55 WA 28 M TS PR RE DL 1K

300

[ R ——RE2
250 +
T"\200 -
150 | ﬁ
P00 | e— ;ﬁf
50
0
16 64 256 1024
BUEE KN (Byte)
(a)
0.006

ERSELIF) (ms)

m TRIE m I

SRS 99% FE fif
(b)

TRIE

(c)

0.005
0.004 |
0.003
0.002
0.001 | l
0 L )

RIE

3-1 /1R 55 A A b b 55 i A5 S SR PE R . () SERRE R R/EAE (b) HiRMBEER (o) {2

&4t £ )
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Figure 3-2 The impact of service mesh for throughput of service communication.
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7k 1 HTTP Routing Process
Input: Metadata

Output: Routing action
1: key = Key(metadata.dip, metadata.dport)
2: if Listner[Hash(key)] == 1 then
if match(Hash(metadata.url.path)) == 1 then

W

4: key= Key(metadata.sip, metadata.sport, metadata.dip, metadata.dport)
s if Queue[Hash(key)] == 0 then

6: endpoint = load_balacing(metadata)

7 Queue[Hash(key)] = connection(endpoint)
8: end if

9: metadata.queue = Queue[Hash(key)]

10: Update metadata
11: Send metadata to http deparser/DSA
12: initial metadata
13: else if then
14: initial metadata
15: break
16: end if

17: else if then

18: initial metadata
19: break
20: end if
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Figure 4-8 The system architecture of virtual network based on the K2-Pro platform
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listeners :

— name: listener_in

address :
socket_address:
address: 0.0.0.0 # I T Hh ik
port_value: 15001 # W T s O
filter_chains:
— filters:
— name: envoy. filters .network.tcp_proxy
typed_config:
”@type”: type.googleapis.com/envoy.extensions. filters.network.tcp_proxy.v3.
TcpProxy
stat_prefix: destination
cluster: cluster_local
max_connect_attempts: 5

clusters:

— name: cluster_local

40

connect_timeout: 10s
type: logical_dns
# Comment out the following line to test on v6 networks
dns_lookup_family: V4 _ONLY
1b_policy: round_robin
load_assignment:
cluster_name: cluster_local
endpoints :
— Ib_endpoints:
— endpoint:
address :
socket_address:

address: 10.244.0.4 #1714 1 45 b dik
port_value: 10000 #9702 3 1 5w 0
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Table 5-1 The comparison of the TCP proxy latency breakdown between FlatProxy and envoy

envoy 50us 4.6us FlatProxy

vSwitch 9% 26%  OVS

TCP/IP protocol  27% 1% TOE

proxy operation:

TCP -> proxy 20% - TOE -> MAL

data processing 7% 66%  match-action logic(MAL)
proxy -> TCP 10% - MAL -> VQ

loopback 27% 1% VQ -> service
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Figure 5-3 The impact of service mesh for throughput of service communication.
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Table 5-2 The comparison of the HTTP proxy latency breakdown between FlatProxy and envoy

envoy 62.5us 17.6us FlatProxy
vSwitch 3% 11%  OVS
TCP/IP protocol 8% 1% TOE

proxy operations:
connection, statistical 26% - -

D-T 16% - data transmission
D-I, D-P 12%  28%  http parser

D-CK, D-OP, D-M 22% 29% match-action logic
D-DP 6% 28%  http deparser
loopback 7% 3% VQ -> service
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Figure 5-5 The performance comparison of communication between service and FlatProxy.
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